LECOMMUNICATIONS REGULATONY AUTHOTRITY

g

2018 - dgalazy) 433 5 a<Y) ad) gall 43l YY) g gall

Federal Websites Guidelines- 2018

u)UIDJIJIJqumLmSJ-

TELECOMMUNICATIONS REGULATORY AUTHORITY

All rights reserved 2018 , UAE mGovernment. UAE Ayadl @bl Ags — 48U Gl 40sS> 2018 © Asgams Goandl 13K
FRESY

o U] pubupis



g

TRA QI ] pahii diges-

TELECOMMUNICATIONS REGULATOTY AUTHOTITY

-

C
I iy

(7] e VL
(AN
) gl e

United Arab Emiraces

List of Categories — <Ll 4a3ld

Page Category

14

20

25

28

34

36

Domain and Hosting

Site Architecture and Design

User Experience and Usability

Content

Accessibility

e-Participation ,Social Media and
Open data

Security and Information Protection
Guidelines

Marketing

aall

Wlatly Bl

D

EWARES S {PRVPRES PR S,
Syl

Jysosll Uswe

Flex¥ Medly a9 ASTYI aS,Lall

31.7-3.1&1‘ «;L}LHJ\‘Q

Sloslall Llamg pal

dxiall

14

20

25

28

34

36

IRACHentl bt



g

Cll il puhiidi e

TELECOMMUNICATIONS REGULATOTY AUTHOTITY

Judodl aluseiw EIILY

How to use Guideline

This icon C] represent that the FGE
should
support the criteria evaluation

provide document that

This icon represent that the FGE
should provide a picture of the proof
that support the criteria evaluation

This Icon @
Standard degree of innovation

represent

R

Thisicon & represent the samples
that will guide the FGE how to
implement the criteria

There is some ( Hints )along with
some criteria that will guide the
website admin, designer &
moderator to understand how and

why to implement it
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This Document 4a.Sgll o a

This document presents a set of guidelines that
can be applied to measure the quality of the
government websites and their level of
compliance with the best international pracitces
including Web Content Accessibility Guidelines
from W3C. These guidelines are derived primarily
from the pertinent guidelines and manuals and
compatible with the rules and regulations
adopted in the government entities of the United

Arab Emirates.

The document is subdivided into the following:
Domain and Hosting, Site Architecture and
Design, User Experience and Usability, Content,
Accessibility, Security and Information Protection

and Marketing.
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Domain & Hosting

Domain and Hosting guidelines focus on  cflae¥l Jde 28Laru¥ly Gladl cloge K5

considerations that need to be taken when i
bt ol glazy Lo L et o

registering domains for government
websites, hosting conditions and locations Looydy AuesSall Aig S ailyall desiinll
and the measures to be taken when there is 5429 e 2gllll clel oYWy LeSlely A8Lazud|
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Domain & Hosting guidelines — ddlaiwdly Glaill plas

# Guidelines PPN #

1 ' Has the entity registered the three domains: ( .ae), Ladge Olaie oo (gov.ae)y (.ae) olalas &zl cdea Ja 1

(.gov.ae) and (.ullol ) versions of the domain and € Loyt g 39 ASIY
renewed it ?

. G C] °

2 Has the entity registered their Arabic domain and S(ohlel) Gt GUaddl Juaidy Jemuds 4zl culd Ja 2
make it active?

. 0 )

3 | Has the entity registered both the short and long Bruadlly abghall e loaddll Juzmands dnagSond! &zl cald Ja 3
versions of its domain name? Sadsll olsind

. 0 .

e (Hint; Long domain name is the FGElong ) ¢
name i.e. telecommunication Pl Al ol paidty sl Gl el BL2]) 0
regulatorytuthority.gov.ae while the (riarse o) osatid puasll Lol
short name is the abbreviation of the
name i.e tra.gov.ae)

4 Does the entity use their domain in all official E- Lol Ledalye @, L ol Blasll ¢lgie 2zl pusnad Ja 4
mail addresses? § 5 ATl
e (i.e. name@entity.gov.ae) (name@entity.gov.ae Jla) ®

5 Does the entity host the website inside UAE, Lol Sl Aoy Usls GaASIY adsll Wlatul @ Ja 5
otherwise NDA & SLA must be signed with the ISP? & s BLAL] S,k o deasdl S350 e O oy Souall

Taeds> Goiun Ablasly Cuaél poe LBLas! @535

. O .

e (Provide such documents if available) (Gazs o) BysSall SlLBlsY) 56yl ) @
6 Do all registered English domains redirect to the BUail J) e, 1) pe Al BBlail) dem g Bole) o Jo O

primary .gov.ae domain? S(.gov.ae) sl
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Site Architecture & Design

There may be no right or wrong when it
comes to the look and feel and the aesthetic
aspect of a website. But when it comes to
design and architecture, usability must be
taken into account in order to serve both
customers’ expectations and organizations

objectives.

These guidelines help achieving this.
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Guidelines

Does the website design structure have the
key sections mentioned in the “Federal
Identity 2015" Masthead
Navigation Options, announcement section

Visual

,Body, footer, Federal logo ad entity logo

used in consistent places across the

website?

Does the website in English and Arabic
include the Essential Links placed in a clear
visible section for the website visitors?

e Hint: essential Links include: Home,
Contact Us, Sitemap, Language(s),
Help and Search/Advanced Search

Does the main menu of the website contain
links to the following sections: Services,
Open Data and eParticipation?

Does the global footer offer a visible link to
the Essential Policies?

e Hint: The essential Policies include:
Accessibility, Copyright, Disclaimer,
Terms and Conditions page, Citizen
Charter and Privacy Policy.

Does the global footer of the website

include a visible Browser Support

statement?

Does the global footer of the website

include a visible Screen Resolution

statement?

EAPESNY
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10

11

12

13

Does the global footer of the website
provide a shortcut of the entity main contact
number details? (Direct Access Section)

Is the entity website designed to ensure a
maximum of 0-3 clicks to any target page
or content including querying a transaction
or obtaining any service?

Does the entity website have NO horizontal
scrolling where text properly fitted to screen
width?

Does the entity use a correct Favicon for the
site?

Does the "Contact Us" page offer the
Essential Contact Information of the entity?

e Hint: The Essential Contact Information
include Phone and Fax numbers, email,
P.O.Box, online form and electronic map
(e.g. Google Maps) of the physical
address of the entity's head office and
other branches?

Does the contact Us page offer a simple
description of the Latitude and longitude
coordination of the entity location on the
map?
e Hint:

Latitude - Longitude:

25.286926, 55.350677

Lat:25°17'12.9336"

Long: 55° 21' 2.4366"
Does the entity website include up-to-date
Sitemap that offer links to all pages in an
easy-to-use hierarchy?

Jrolas) Jlaisl e adgall plall Judall goims Ja
(AL il oad) Sally Anssy Il Sl

3 adsll J5ls Aaslae Bl J) Jyumsll oSer Ja
o Alalall oo Marudl clUs § Loy (oadl amS olyas
Saaus ¢l de Jgsa]l

3929 (o Lalas L_,Sjj.ﬁ}” Qjﬁl‘ Slxdps ol (a
ESABAl

2351 5y RasSinll el i ASIY sl purieiay
Spmin

Byaityl} ol iy "y Jiaif! A (3 % S
Sl

‘aléj ik b syl sl Jods syla) @

Bodivoy 9 ASTY wually uSlally sl

a]a.:_)} gdjjﬁ}'\ Sl gl T35 9 ol

aall Olgiall (U292 Laslys i) 39 AST)

Saloudl § Aalusell Lcg,dg EWESL)
aldlasy bw cawy by sl Axdw yig3 Ja
Aoyl e Gl Ladsh ayally Jolall Loghas

Sy IS
25)[42! [ ]
Latitude - Longitude:
25.286926, 55.350677
Lat:25°17'12.9336"
Long: 55°21' 2.4366
T L L MEN RN
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14

15

16

17

Does the entity website provide a Help or
FAQ section? And does it cover all the
sections/topics of the website?

Wl
HHOVATION

Is the search/ advanced search utility clearly

located in the site? Is it an effective and user-
friendly?

e Hint: Search engine on the site

must provide advanced search
option which allows iltering results
based on advanced search criteria
such as date or topic, Google

provides this capability

Does the website reflect the approved visual
identity of the government entity including
the use of white color as the background
color of all content on the website?

Does the website implement the responsive
design principle?

¢ Definition: Responsive Web Design
offers the website visitors optimal
viewing and interaction experience
(e.g. easy reading and navigation)
across a wide range of devices
including desktop
monitors and mobile phones.

computer

e Hint: it is a Site adjustment method
and widths automatically to fit the
device used by the website user,
whether a laptop or smart phone or
Tablet i.e: http://government.ae/

10

o buclull Lols Lewd g ASOYI adsll L5 Ja 14

pslse ol aludl 3K Jady Jag Slegas 4SYI aliuil
Sadsll

A
Eomdl / Gomdl Aaus 5529 2B5l) erasad asais o
b Oe § JisE my S Skl puatl
Useaalls Roaidl @als Jag Sadskl @ psatll o
Sadelally

b9 O com skl (e Simdl e B)La) @
a.Lw).c i) Tk é.ﬂb .QH\-E—LL‘ S dl 5ls
Jio Aeddte Eomy lae e cly @bl

LY oda U292 995 gyl ol syl

sl Rl Brazall Al sl pigll (e
S 98Tyl

?lj}.ﬂ Se L_,.sjl..zﬂ‘ rasatll gol Budat oy Ja

b 25 bl peaatll b siuyal @
Beball Wsewr JUU e e s
& e ! e Sl pady masmills
LSl suldl S5l Jte adsll mases
AS il 531
olalieg dal Jouasy adoll psay :3)la) ®
G bl cliad 2laL 8 ygums (ol
elow adoll mams § puderiadl doasiug
e ) ol T $3 Casla ol Cog¥ oS

/http://government.ae

15

16

17
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18

19

20

21

22

23

Are the elements of each page in the
websites visually aligned (either vertically or
horizontally)?

e Hint: Website visitors

consistent alignments for items

prefer

such as text blocks, rows, columns,
checkboxes, data entry fields, etc.
Use consistent alignments across all
webpages

Does the website use a fluid layout that
automatically adjusts the page size to
monitor resolution settings that

1024x768 pixels or higher?

are

Are the website pages clear from the “Scroll
Stoppers"?

e Hint: Ensure that the location of
headings and other page elements
does not create the illusion that
users have reached the top or
bottom of a page when they have
not

Do all website pages have appropriate page
lengths?

e Hint:
purpose, as
content such as articles can be long,

Page length must fit its
pages with heavy

while the pages that contain links to
other sites can be short.

Is the entity’'s website clear from pages that
have no navigational options such as the
Home link?

Does the website design clearly differentiate
navigation elements (e.g. menus and links)
from one another and group them in a
consistent and easy to find place on each

page?

11

SLoges o1 Ladl L) Lyand 23lxs dnapall

SlsSe 055 of adsll 5l Jendy B)la) @
(Eblgdll (pegadl clils Jis Al
elga Adl=ie lapts 49 ASTY! &lylaiu]

.L.EAUT :Lp}a.:

alaladl alslael @ Axdall olie Jias Lilals
S kel of (S 1024x768) 4al1 <l

Slane (o 5185 Cums a8l Slriis prasad o o
S go90all yyatll

Ls ol olgie e dmiall Goums ud Byl @
©lall pagy 4iSly dxiall Ciiatio § A
Lo ie dma il Bl of Llay Juog

Senlio Jslay a8l Cilomie 28K s Ja

oayill dmiall Jobo cwliy O cum 1 BLa) @
alaiall 055 of oS Mad e
Nl Jie sl Geixell Aasazll
o= Gl wlzmiall 055 o @ Al
Spuad 651 ablae J) Loty Assls
0o Al Slmie (e Azll G AT 285l ol Ja
S4utsy)) Amiiall Bogall Loyly Mo mivaddl wlils

rolie op el g adsll @uasas (£l Ja
Loty (Ialoylly @ilgall (o) Aalisell maiazll
K G a8l s 3y Wde cilegame § Lausgs

Slele sotall Jueud 2l (0 lmiall
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24 Does the website offer “List of Contents” on  "ciLgzxll als" Abshall cleaiall & g3l 350 Ja 24
long pages with links that take users to the
, ) 3g4aill Syimall Byl paiiudl 95 Loyl
corresponding content farther down the e . R Sl
page? Samiall

25 Does the website use 'sequential' menus”  alududll @lsall plasial adsll cuesms £l Ja 22

and 'simultaneous’ menus appropriately
89yl ie @dlo JSy Anal Ll @ilsall
when needed? Bygmadl e @dlo JSCho Al @slsally

e Hint: The 'sequential' menus are st § U wilsall aelud s5,Ls] @
suitable for simple forward-moving o .
tasks while the 'simultaneous' dl il wlshas 38y gy S

menus are used for tasks that clshs 3 Al @lsall wuas L ‘ﬁw‘
would otherwise require numerous o o e
uses of the back button. Bagall 3 plasiul peass G masadl)

1 G.S}A.s
; Windows Help
Lisp >
BasicTools > oML00?
z‘c_ore » Data 3 OMIF
idi *  Maguette  »  CONDITIONAL
Audio > Player > REPEAT-N
Constraints | pya yrils > SEQUENCE
MathTools — » = gugrem > CALLNEXT-METHOD
OMChroma > ;-—-‘ SET-EVAL-FUNC
Libraries * sequential | iogical Operators  »
User > (‘_'-"" | Predicates >
2 G.S}u
Subject Areas  simuhaneous el
sueeerarens - Sybject Area Categories
INFLATIOM & PRICES F
SPENDING & TIME USE+  On This Page
UNEHIPLOYMERT v flation & Prices » Pay & Bene
EMPLOYMENT v » Employment ding &
EMPLOYMENT COSTS oductivit
PRODUCTIVITY ¥ | NATIONAL COMPENSATION DATA
W ORKPLACE ]V%IR]ES WAGES BY AREA AND OCCUPATION
lNTERNATIONlL ¥ | EARNINGS BY DEMOGRAPHIGS
REGIONAL O{F]CES ¥ | EARNINGS BY INDUSTRY
PROGRAMS 4-2 COUNTY WAGES
BEMEFITS urban
INTERNATIONAL COMPENSATION COSTS ds and
AT A GLANGE TABLES b/ o oMPENSATION RESEARCH
RESEARCH STRIKES AND LOCKOUTS
g‘?’:‘BLB“?I%EON PAY & BENEFITS CVERVIEW Eceived by
T AREER INFGRMATION mestic producers of goods andy/
FOR KIDS
“cemosmamics  »  1mport/ExpOrtPrice Indexes

Manthly data on changes in the prices of imported and

" exported nonmilitary goods traded between the U.S. and
BUSINESS GOSTS P tho roct af the wrld

INDUSTRIES 3

12
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26  Are the critical data across the website e calize LS Gof aluszaly) T..'ﬂa., WS ey Ja 26
highlight appropriately (e.g. using different . . = ., . 3 Bl Slaglall e (JUL) Jares
color)? )

) SLple 4uinll adgll

13
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User Experience & Usability

Websites should be easy to navigate, have
minimal load time, and provide visitors with
useful resources and information. With this,
we must guarantee an easy, predictable and
pleasant experience. We must first define the
users’ needs and expectations, then validate
the websites we have developed to check if

we have met those needs and expectations.

The following guidelines will help improving

the user experience.

i 0Sasg Al oM 93 adige 9o izl adsl
glim 1 5lslly loglally ;559 (Sen By J3L
U By G s S ol OF mg pasezadl L)
Orady Hgadl sda IS 39 Loyl Aaniag adsall ALl39
alalasl 23yal Lludl 3 tpusradl J) goa]l
sLiyele (sl adoll (IS13]) Lo,y @3 (o9 «diladgiy

Y ol alelasly ciladgall ells 4o sl

M@umu\u@ag}w%bg\;m

(SIS adgell (onseiwdl dys
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Guidelines

Are page headings and headlines
differentiated by font size or boldness?

Does the body of the website include
breadcrumb trails?

Are the page structures and the location
of all standard items consistent
throughout the website?

Is the website browser-independent and
cross-browser compatible?

Does the entity site include all necessary
meta-tags on the homepage and all
secondary internal pages?

"At least the following 5 meta tags should
be maintained: Description, Title,
Keywords, Robots, Revisit-after”

Are all page titles (Title tag) in the
website representative of the actual
content of the page? and titles are
concise and easily understood?

Are all links in the website highlighted,
and do they correctly match appropriate
destination page headings?

Is the back button functional in all
website pages and does it lead to the
proper back page or level?

Does the website have a clickable
Homepage button across all pages?

e Hint: the FGE logo is not enough

15

RAPESNY

Llat ol 0sd S e cnslially Slung Al b Ja
Samiall § piiiall Ll

Soleiall Al jlun (de o ASTYN 285kl Gorm Ja

Sha olisfe oo gubdl 5 alxuddl (£, Ja
adsll s ls clisSlly slsll 238 (Skels clmigall
XY

2o Gilsin ByasSall Aemll s ASYI adsll o
Slee AdMEzUl Jomyg alisell Cogll wilzdinte

Lty Amaall 3 o ASIY aBsll peian Ja
Al gl Al G gsraldl lriims
S (meta tages) dudsyarll ULl

Slode (Adogll ciladall JEY e Al Aasdl”
L alely bl 2umliall SlaSly cpuslial)
"Gy

Title - pusll Olsie) Silxaall (piglic 23K W&aT Ja
pudiy Solziall Jasll gou=ll adoll 4
S8gn Load (Sang Slmdlls Lwglie

(tag

Jag SiaASTY adsll & Laylo)ll 28K 310l on Ja
?Eé}pﬁl‘ Sl Q.:jLu. o) .Ia.gbj." sl @UQJJ

Bagall (1o Amie of Sotun S G pusiad!l (Saxy Ja
S(Back) 8agall 3 e lasall e §ludl Gonudl
oo b 08 @ "yl Amaall” 55 adsl) eiay Ja
oo Aladh dl Bagall (e sl (Saty oy 285l

oAl UL AS,Y Al lad ByLs| @
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11

12

13

14

15

16

Has the government entity conducted =S¥l «ligSU 48,al Silos 2 sSll Azl Cpal o
analysis to identify which components are e Lapdsty cuolfy cplolarll mlt gl Lol

most used, and clearly highlight the " ‘ Iy sl sl
components on the entity homepage? Sl @ly Sy Go SN dpell 2]

VRS INI}
° O O 4
e Hint: the document can be 9l el Pzl 0585 O Sy 2adgl) :55La) @
survey, or a compilation of Jolstll Jilas s cdslad .

interventions through social e o3 esliban of o plasnd]
media or related statistics e e

Are the most important functions (such L Il Amagall e Al cillsd! S50 Gy Ja
as search and announcements) displayed Ll siuel) Ygimg aill susiud) Jasay of 095 (00
in a prominent location on the ol (oedl chime” Jie ahlsdl el e salana
homepage? §"& oLy
@ v .

Are images, graphics and icons used inthe | 55ias 285l § Zensiall cligadly JKaYy sguall o

website self-explanatory and expressive of Spwlolly cNEL jage oo mialy JSia

the correspondent articles/content?

Are homepage/landing page consider the = azinll e jogiaild Ludilly Ll Towe (£35 Ja
principle of brevity for text to ensure the SLadl Lasgus 3 085 oof crasny Loy Jo¥!

minimum?

Does the entity site contain NO broken i Jeas ¥ Luls; ol (oo Lolas i ASIY! adsll sliey Ja
links or empty/under construction pages? SoLadyl id ol 22,06 ol
. £ vy ) ()

Does  the  website included & wclriwll Jexi/pass bupd e adsll Goixy Ja
progress/Loading bar for website S ol migms JOU3
S zasas I
navigation? ®
e Hint: User should be informed all Ly gl Jlob saiiadl 3] sl )50 @

the time what is going on the site

during navigation & quires 2ot ginats Jadll P 2851l 3 o

Are links available to download media = 4l zelall Josidd dayly G ASIY) adsll 39 Ja
pIug—in's.forthevarious technologies used 25l e 55 all Aaliall Slsl magas of Juadd)
on the site? (Flash, Java or Adobe readers

S(2931 t6513 of Ll of 23
and players) (931 o8 ol Ll o1 (3D18)

16
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18

19

20

21

22

23

Does the site have a meaningful and
helpful 404 error page that works from any
depth in the site with an error reporting
feature and?

v

Are markup and CSS style-sheets used

efficiently in the entity’s website?

Are all images on the entity’s website
optimized? (no larger than 200 KB an
image)

Dose the website implement lazy loading
whenever heavy content provided. ?

e Hint: As scrolling content loads

Does the website use images rationally?
(only when they are critical to the success
of a Web site)

Does the website avoid clutter?

e Hint. Excess and crowded
component and items on a page
lead to a degradation of
performance when trying to find
certain information

Does the website provide sufficient clue
to clearly indicates to the user that an
item is clickable?

e Hint: These indications must be
consistent across the site; its not
enough that a cursor (arrow) turn
into a (hand) as an indication that
an item is clickable

17
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27
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Does the website indicate to users when
a link will move them to a different
location on the same page or to a new
page on a different Web site?

e Hint: The user has the right to be
informed that he is about to leave
the site to an external site

e j.e.: Add an alert that he about
leaving the page

Does the site enable enough contrast
between the dark text and the light ( or
white) background for easy reading and
discrimination?

If images or graphic used as background
of the text are images been modified
enough for easier reading?

Are texts of the website using at least a
12-point font (e.g., typeface) on all Web
pages?

e Hint: size of the screen should be
considered

In case of application forms, does the
website distinguish required and optional
data entry fields?

Do forms clearly define the requested
data or anticipate typical user errors &
suggest corrections?

Do the results of user searches provide
the precise information being sought, and

in a format, that matches users'
expectations? through constructed search
engine which response to users'

terminology? & include specific hints to
improve search performance?

18

Lals Loyl Jl 0 13] Le o> ciloglan adsll ,a5, Ja

de 055 0l 3l A ol L] @
y3g adsll Byalie clig e aib ole

Lpd dxlgill dmiall
e el e il 4 a3La] e @
i all

oossadl s cnbiall e LIS T8 a8l (£1
QLLJ:J.’?J‘} (c-LA.H.” 3‘) Lxslall ZLL.é.léJb Aaalall
SE;W‘)M‘ U}Q—wj

comsaid] 4alsnS clalall of Heuall aluziul Jb> 3
L3 Tiales 3l Ley JELAH1s sguall cumde o
§8elyall

sl S 312 e &y ¥ ol bkl x> (£9) Ja
Sadgll

EBADAL x> blelye camy iByla| ©

Sl on adoll ey Ja zileig Sbls d929 Jl> 3
S,y ellsg 4l 0Y!

Aols adsll cllig Ja zilay olls 3529 Jb> &
ALl elas¥l aBgs ol LIss] osllall bl mangs

pe B8lote Guby Aads adsll @ Sl @wln Ja
Les eemal D e cllly Sopediiadl ladys
Loty G ahleadly @laall Js> Hemats diml
2299 Soleglall e oy 3 BuasSll Al slalase
de Jpaxdl @ Coldl sucbudl cls)layl sl

Sl

24

25

26

27

28

29

30

TRAC RO b



TRA QI ] pahii diges-

TELECOMMUNICATIONS REGULATOTY AUTHOTITY

User Experience and Usability guidelines — aslasiuwdly caodseiund | 4y mlas

F\
i (- :!'ll
[Ty ¥ A
AN
ool

United Arab Emirates

31

32
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34

Is a search option provided on each page?
& Does the website notify users when

multiple search options exist?

Have the usability team solicit usability

testing participants’ comments before,

during or after the performance of tasks?

. 0

e Hint: That is, each page s
designed, and then subjecting
them to realistic test with users, and
then processing the notes and
errors, and retested until a better
level of usability and then applied
on the site)

Does the website make it possible for
visitors to rate the content and submit
suggestions for new content?

Does the website show when the page was
last-updated?

19
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Content

Content is the most important part of a Web
site. If the content does not provide the
information needed by users, the Web site
will provide little value no matter how easy it

is to use the site.

This section helps web content specialists
working on government websites in the UAE
improve their work to provide consistent,

easy to understand and appealing content.
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http://www.government.ae/documents/10138/98433/UAE_Government_Content_Guidelines_Ar_2015.pdf/baaf1010-9e5e-4f47-8807-32dd3ba7c4e7
http://www.government.ae/documents/10138/98433/UAE_Government_Content_Guidelines_Ar_2015.pdf/baaf1010-9e5e-4f47-8807-32dd3ba7c4e7
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Does the entity implement a fully
documented content management
workflow?

o O

Is the Arabic page the main landing page
of the website?

When toggling between the Arabic and
English sites, does it go to the same content
and not to the home page?

Are the Arabic and English language
the properly
segmented (i.e. no English in the Arabic

versions  of website

version and vice versa)?

Is the content language free of mistakes

such as grammar, spelling mistakes etc...?

Is the content formatting consistent across

the website pages? (Font size, type etc.)

Does the website offer the essential
information about the entity such as
vision, mission etc...?

Does the entity offer a calendar or listing of

upcoming events and participation

activities with detailed information?

Does the entity publish the results or

summary of public participation feedback
and polls?
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Is the website content usable? E.g.: written
in simple language, short paragraphs, good
use of main and sub headings etc...

Is the expected response time clearly stated
that
communication between the visitor and the

for all sections involves
entity? e.g. in the Contact Us section,

Suggestion & Comments section &
Contact the Minister/ Director General

Section.

Does the entity have a banner or link to the

official  federal = government  portal

"www.government.ae” accessible  from

every page?

Does the entity have a banner or link to
www.mygov.ae?

Does the website present links to the
entity’s social media pages?

Does the entity website have a careers or
job opportunities section with a channel to

submit resumes?

Does the site contain content in the form
of useful audio files or video, either on site
or as links on external websites like
YouTube?

Does the website offer a comprehensive
description of the entity services in a
Service Card style?

v

Does the website have an Archive section

for laws, policies, documents, events, etc.
that is accessible from all pages?
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Is the text aligned R2L for Arabic and L2R

for English (not centered)

Are ambiguous words defined and

abbreviations given expansions?

Is the English/Arabic translation of high
quality?

Is the content on the website genuine? (no
copy/paste without attributing the source)

Does the website use meaningful link
labels? & are the link texts consistent with
the titles or headings on the destination
(i.e., target) page?

e Hint: For example: when the name
the the
guideline”, the page banner that

of link s "Content
connected to a link must be with the
same name, i.e. "content guideline”

and so on)

Does the “About Us” page give enough
information about the Government entity;
leadership, address, core business, vision
and mission, mandate, objectives etc?

Can the user, from the first quick glance,
predict what the website is about?

e Hint: from the

welcome intro

logo and the

Do the webpages have summaries
instead of introductions?

Do content pages use front loaded
headlines with 4-10 words longs,
formatted R2L in Arabic and L2R in
English? (Not centered at all)
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Does the website have a glossary for
terms and abbreviations used within
the content to make it clear and
understandable?

Does the entity have a style-guide to
assist content writers in their daily
work?

. O

Do the content team from time to
time check for broken links (either
manually or using a software)?

. 0

e Hint: The document might be
a plan, or a record of previous
sessions where test safety
links on site)

Does the website display a series of
related items in a vertical list rather than
as continuous text?

e Hint: FGE can use digital
sequential points list, bulleted list
of points that do not necessarily
involve pursuing

Does entity allocate page that highlights

its initiatives with regards to “Innovation,
Reading, Year of Giving and Year of

Zayed"?
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Web Accessibility

Jssosdl &g
Accessibility

A website is fundamentally designed to work for all

people, whatever their hardware, software,
language, culture, location, or physical or mental
ability. When the Web meets this goal, it is
accessible to people with a diverse range of hearing,
movement, sight, and cognitive ability. Where
WCAGO0.2 AAA level is the desiered levels that

should reached

To determine if FGE web content meets accessibility

guidelines Web Accessibility Evaluation Tools can be

used

Source: World Wide Web Consortium (W3C) Web

Content Accessibility Guidelines (WCAG)
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https://www.w3.org/WAI/WCAG20/quickref/
https://www.w3.org/WAI/ER/tools/index.html
https://www.w3.org/WAI/ER/tools/index.html
http://www.w3.org/standards/webdesign/accessibility
https://www.w3.org/WAI/WCAG20/quickref/
https://www.w3.org/WAI/ER/tools/index.html
http://www.w3.org/standards/webdesign/accessibility
http://www.w3.org/standards/webdesign/accessibility
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Guidelines

Does the website include alternative texts (Alt-
Text) for any and all non-text content such as
icons,
it and
make it screen readable by text to speech tool ?

images, buttons, infographics,

multimedia etc , that clearly describe

Do all audio and video files have descriptive
captions to assist those with hearing and visual
problems?

Are audio and video files presented with no (or
little) loud sound backgrounds?

least
the
paragraphs spacing at least 3?

Is line spacing at (e.g: 1.5 within

paragraphs), and space  between

Links, component and items format/shape
should change when approached by cursor?

e Hint: Perhaps changing a line appears
under the text, or change the font
size etc.

the AAA
accessibility feature that is working efficiently?

Does Entity website provide

e Hint: as a text option or, if an image is
used, alt text should be provided
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e-Participation , Social Media & Open Data

The good management of the entity's
presence on social media enables the entity
to achieve a group of vital roles such as:
UX, customer

improving increasing

satisfaction, enriching content, bettering
information and vitalizing eParticipation
which is one of the most important elements

of the online presence.
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Guidelines

Does the entity have a corporate social
media usage policy document distributed

"

internally and aligned with the “e-
Participation and Social Media Guidelines

for Federal Entities?

o O

e Hint: Policy streaming might be
through training workshops,
awareness-raising lectures and
other means of spreading
knowledge in the work
environment

Is there a dedicated “e-Participation” page
on the entity's website that enable
audience to Participate and collaborate
with the entity, and contains details about
its e-Participation activities?

Does the e-Participation page offer the “e-

Participation Policy\Charter” and

“Moderation Policy” for the website visitors
as per the “e-Participation and Social Media

Guidelines for Federal Entities?

Does the entity have an annual plan for
eParticipation?
e Hint: Government entity can use
the Plan template for national e-
participation
. O
Does the entity have an eParticipation
champion whose role is to implement
pertinent initiatives and spreading
ePartication culture in the entity?

e Hint:The e-Participation
Coordinator is the person
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responsible for implementing the
e-participation plan, coordinating
with the national team for e-
participation and carrying out the
joint tasks, follow up the
counseling and social networking
sites and the coordinator's tasks
can be part of the employee's
main tasks

. O

e To obtain a job description for the
eparticipation co-ordinator, you
can contact the national e-
participation team

Does the entity use social media tools and
e-participation tools such as (Facebook,
Twitter, YouTube, google+, forum, blogs,
etc..) to communicate and interact with the
public?

Have there been any “e-Consultation
practice"& "e-Decision Making practice”
regarding any of the entity’s services or
policies in the past 12 months? Have those
practices clearly presented in the entity
website under e-participation section?

e Definition: e-Consultation, it is
phase 2 of e-Participation based
on the basis of two-way dialogue
between the government entity
and its audience of users

e Hint: Main practices in this phase
(General Consultancy, surveys,
polls, ext.)

o Definition: e-Decision Making is
the most advanced stage of the e-
Participation model where the
entity give their audience the
opportunity to directly contribute
in the decision making about
services or policies
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¢ Hint: Main practices is to use Tools
to discuss ideas and suggestions
and vote on them

Does the entity share their e- participation
practices portal
electronic participation (Sharik.ae) with

on the national for

“minimum 3 practices in a Year”?

Does the government entity has a blog?

Or actively contribute in the National blog
and It will announce its entries on the
National blog in its official website?
e Hint: visit the National Blog
website on the below link:
https://www.government.ae/en/par

ticipate/blogs

Does the government entity blog include

at least one monthly post from the

minister, the undersecretary of the

ministry or the director general?
.9

Does the entity promote its activities in

eParticipation through conventional and

social media?

e Hint: Where topics are advertised
for consultation or participation

Is the eParticipation section on the entity’s
website linked to the central
eParticipation portal?

Does the entities account on social media

like/follow other key and relevant
governments’ pages including the UAE

Smart Government?
. O
e Hint: to follow the official
governmental accounts
Does the social media team use hashtags
and mentions properly?

e Hint: the feature lead to building
and increasing user engagement
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and attracting followers. As well as
building awareness.

Use of hashtags e.g.: use of key
words such as #health, #society,
#UAE and others that related to
the entity awareness campaigns in
official events and etc.

Use of mentions e.g.: in case of
announcing entity services,
policies, new activities, etc;
mention mGovernment account

@uaemgov

Is there a channel on the entity website
where the visitors can directly communicate
with the minister or director general or
other important contact?

Does the entity allow anonymous public
participation without forcing the participant
to register first?

(e.g. contact us form and other contact
forms)

Is there a dedicated “Open Data” page on
the entity’s website for sharing these data
with the public? Does the published data
cover the core domain of the entity?

Does the entity publish the raw data in
open machine-readable format with no
access restriction (e.g. the need to
register)?

e Hint: National Smart Data
Standards One of KPI7 project-
Data classification section

Does the Open Data page offer a clear data
access and usage policy for the public to
enable them use the data?

e Hint: UAE open data license
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Does the Open Data page offer user
statistics and data ( e.g: number of users
using their services, number of visitors, etc)
provided in an open data format such as
spreadsheets, CSV, or xml files)?

The availability of entity open data on the
open data national portal (Bayanat.ae)
with “minimum 3 data set in a year”?

'
P
HAOYATION

33

alebas| de Aoguall obldl dxiw Goixs Ja
Sleasdl pusrius sae) Jie reasiadl e abilag
bl Bogumy Wedda (] - Hlo3lly ASAll/ /A0 9 ASIYI

S(xml wlale ol CSV ol wliledl Jolus) Jie d>gide

Luabogl Llsdl Lo Azl Ao gzall lilel ,a55 e
l8gdmo 3 (né-’i =S (@l lily) Ao grall cbled!
c.«fal.ad‘ Q ‘:sl_"xﬂ QL’»LH.U

i
INNOVATION .

United Arab Emirates

20

21

*

Ce o Ul b nis



( %i (_- llll|

I'j) L

I:IHIJ:Li ul l]h iii EI_I_ ) ll_’m Im“\‘ l
TELECOMMUNICATIONS REGULATOTY AUTHORITY S ol
United Arab Emira

Slaglall Llas el
Security & Information protection

eyl AuagSall Hall agis of Gapall oo

Government entities have to ensure the
security of the website and the protectin of k) oSl Gl gl Gl S5l G ]
its information. The followign Guidelines Baeludl 8¢5 AW claoll .loglan (po diaany

offer the essential practices in this matter. .
Aol o ‘aLi.EJJ ol dnla
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Security and Information Protection Guidelines — ciloglall dilesg ol mlas

#
Guidelines Sl ol #
1 Does the entity have a backup /or s ol Ablasl dhs dwsSdl 4l gl Ja 1
redundancy plan for its website? S o ASIYI Ladsl 615k
° O G [ ]
2 Is the Entity certified for Goled e Wol> Al o 2
Information Security (ISO27001) and Service

"laazd) Bylal”. 5.( 1S027001) “cleglall cyal”
5(1SO 20000)

. O 0 .

3 Doesthe  Entity regularly — Conduct Lilas pudn dss Lasms LesSadl 4l pgas Ja 3

Penetration Testing and Vulnerability e dad olail GaaS Glasl elaly cangall
Assessment for the Website? (such as: ( Jie) Lo ASTYI Lad
§( Trustae: Jie) g ASY 850

Management (ISO 20000)?

Trustae)
e Hint: conducting test through I e gl paxall clal Bylal @
Tru.st.ae for aeCERT registered osll @l ae Almadl Ll 45 allas
entities

4 Doesthe Entity Implement Protection — Jsla dles 27 Gedaty duesSndl 2zl poas Ja 4
Mechanism for Exchanging Sensitive and SSL, =¥sSsign aliiial (e Tl Elaglall
Personal Information such as secure channel

protocols: SSL, TLS, SSH, SFTP ...etc.?

- [« 0 .

S."lapeg TLS, SSH, SFTP
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@M\
Marketing

oo sl Amll s A1 pdsall Jladll Gyl o

The effective marketing of the entity’'s website
is essential to ensure reaching the target Loy adslly Bdugudl lially soeeml d85m0 Glosal

audience and their usage of its infromation S9ASIY gl 55aly cilotsy cileglan (v 8,050
and services and to promote its e-presense .

HagSodl Al aliial ceiss 2l clasll
The following Guidelines offer the entities a el ersh
set of essential practices and tools to market ~ Ladse Gigud e Lavelud bl Slileny lga¥

its webstie

.L;S_gjﬁ:z”
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Marketing Guidelines — d:gudll mlas

Guidelines

1 Does the entity promote its registered

Arabic domain name (wl ol .dgaJl aul) ON

their website as one of the electronic

communication channel to enhance the

Arabic presence and identity on the web?

(]

Hint: awareness can be by e-
banners, social media
announcement and any other tool

2 Can the website be found easily using any

search engine by using the most important

keywords? Does it use SEO (Search engine

optimization) process to get more traffic

and grabbing a top spot in most used
search engine?

3 Does entity has newsletter/mailing

subscription service in clear and visual

place?

4 Does the entity offer an option to sign up

for RSS feed subscription

5 Does the entity use data analytics tools to

measure the website performance?

(]

6  Does the entity website offer a rich media

section where press kits and entity assets

can be downloaded? (media packs, logos,

etc.)

7 Does the entity promote the website's

content via its social media channels?

(]

Hint: twitter tweets, Facebook post

or any others
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For Inquiries contact

mGov Enabler Team LS A g8l DliSan 3208

mgovet@tra.gov.ae : g ASIYI sl
Email: mgovet@tra.gov.ae v
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